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Not Applicable. 

BACKGROUND OF THE INVENTION 
The present invention relates generally to communications systems for 
15 vehicles and, in particular, to a vehicle remote communication system command 
verification method. 

Remote communication systems are becoming more popular as part of 
options or standard features for vehicles including, but not limited to, remote keyless 
entry systems. Remote engine start systems are also increasing in popularity as 
20 their price decreases and customers see a benefit in pre-heating or pre-cooing their 
vehicles prior to entering the vehicle. A typical communication system includes a 
remote transmitter, a receiver module mounted in the vehicle body, and a control 
module mounted in the vehicle body. The receiver module and the control module 
are typically coupled by a multiplex communication bus. The control module, in . 
25 tum, is in communication with the vehicle actuators, such as the engine, door 
latches, or the like. 

With regard to remote vehicle starting, it is important to ensure that the 
engine is started only when a valid user request is initiated. Otherwise, a vehicle 
could be lefl: with its engine running and the owner unaware of it. Therefore, steps 
30 must be taken to avoid inadvertent activations. 
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It is desirable, therefore, to provide a method for operating a vehicle 
communication system that provides additional security for the operation of the 
vehicle communication system. 

5 SUMMARY OF THE INVENTION 

The method for operating a remote start system in accordance with the 
present invention advantageously provides additional security for the operation of 
the vehicle communication system by doubly verifying the command prior to 
initiating the command. 

10 The present invention concerns a method for verifying a command in a 

vehicle remote communication system. The remote communication system 
includes a remote transmitter and a vehicle body having a receiver module and a 
control module connected by a communication bus disposed therein. The control 
module is in communication with at least one vehicle system. The remote 

1 5 transmitter transmits an activation signal that is received and decoded by the 
receiver module. The receiver module transmits a first message along the 
communication bus that is received by the control module. The control module 
transmits an acknowledgment message along the communication bus that is received 
by the receiver module. The receiver module re-transmits the first message along 

20 the communication bus that is received by the control module. The control module 
then initializes a vehicle system command to the at least one vehicle system, thereby 
preventing an inadvertent activation signal of the vehicle system due to 
communication errors. 

25 DESCRIPTION OF THE DRAWINGS 

The above, as well as other advantages of the present invention, will become 
readily apparent to those skilled in the art from the following detailed description of 
a preferred embodiment when considered in the light of the accompanying drawings 
in which: 

30 Figs. 1 is a schematic view of a communication system in accordance with 
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the present invention; and 

Fig. 2 is a flowchart view of a method for verifying a command in a 
communication system in accordance with the present invention. 

5 DESCRIPTION OF THE PREFERRED EMBODIMENT 

Referring now to Fig. 1, a remote communication system in accordance with 
the present invention is indicated generally at 10. The remote communication 
system 10 may be, but is not limited to, an engine remote start communication 
system, a vehicle remote keyless entry communication system, a tire pressure 

10 monitoring communication system, or the like. The system 10 includes a remote 
transmitter 12 having at least one pushbutton 14. Preferably, the remote 
transmitter 12 includes a plurality of pushbuttons 14, 16, and 18. The pushbuttons 
14, 16, or 18, when actuated individually or in concert, are operable to cause the 
transmitter 12 to transmit a signal through an integral antenna 20. The remote 

1 5 transmitter 1 2 is preferably sized to be held by a human hand and is preferably 
adapted to be attached to a vehicle key chain (not shown) or the like. Each of the 
pushbuttons 14, 16, or 18 or combination of the pushbuttons 14, 16, or 18, when 
actuated, causes the transmitter 12 to transmit a unique radio frequency (RF) 
output signal through the integral antenna 20 for initiating a command in the 

20 system 10, discussed in more detail below. 

The system 10 includes a vehicle, indicated schematically at 22. The 
vehicle 22 includes a receiver module 24 and a control module 26, such as a 
powertrain control module, disposed therein. Preferably, the receiver module 24 
and the control module 26 are electronic control unit modules having a plurality of 

25 electronic components (not shown) with mechanical interfaces (not shown). The 
receiver module 24 and the powertrain control module 26 are in communication 
with and coupled by a communication bus 28. Preferably, the communication bus 
28, is a multiplex two- wire bus in conformance with SAE standard J 1850. The 
communication bus 28 includes multiple nodes (not shown) and collision 

30 detection with a potential for erroneous messages. Altematively, the 
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communication bus 28 is a single wire bus or the like. The receiver module 24 
includes an integral antenna 30. The powertrain control module 26 is in 
communication with a plurality of vehicle systems 32, 34, and 36. The vehicle 
systems 32, 34, and 36 may be, but are not limited to, a vehicle remote start 
5 system, a remote keyless entry system, or the like. 

When one or more of the pushbuttons 14, 16, or 18 is actuated, the 
transmitter 12 transmits an activation signal or a command signal through the 
antenna 20 that is received by the antenna 30 of the receiver module 24 and 
decoded by the receiver module 24. When the receiver module 24 receives the 

10 command signal, the receiver module 24 sends a first message, such as a remote 
start request message, along the communication bus 28. The powertrain control 
module 26 receives the remote start request message. Upon receiving the remote 
start request message, the powertrain control module 26 sends an 
acknowledgement message, such as a request acknowledgment message, along the 

15 communication bus 28. The request acknowledgment message is received by the 
receiver module 24. Upon receiving the request acknowledgment message, the 
receiver module 24 re-transmits the first message, or sends a confirmation 
message along the communication bus 28. The powertrain control module 26 
receives the confirmation message. Upon receiving the confirmation message, the 

20 powertrain control module 26 initiates a vehicle system command, such as starting 
an engine (not shown) of the vehicle 22, opening a door (not shown) of the vehicle 
22, or the like for at least one of the vehicle systems 32, 34, or 36. 

Preferably, a plurality of pushbuttons 14, 16, or 18 are actuated when it is 
desired to activate a one of the vehicle systems 32, 34, and 36 to reduce the chance 

25 of an accidental transmission of a remote start request. Each of the pushbuttons 
14, 16, or 18, when actuated singly, is operable to cause the remote transmitter 12 
to generate a unique RF activation signal or pushbutton command through the 
antenna 20. Similarly, when various combinations, such as simultaneous actuation 
or sequential actuation or the like, of one or more of the pushbuttons 14, 16, or 18 

30 are actuated, the remote transmitter 12 generates a unique RF activation signal or 
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pushbutton command through the antenna 20. Each unique RF activation signal 
generated by the remote transmitter 12 corresponds to a command for one (or 
more) of the vehicle systems 32, 34, or 36, 

Referring now to Fig. 2, a flowchart illustrating a method for verifying a 
5 coimnand in the communication system 10 is indicated generally at 40. In a step 
42, a signal, such as a command signal generated by at least one of the 
pushbuttons 14, 16, or 18 on the remote transmitter 12 in Fig. 1 is pressed. The 
signal is received by a receiver, such as the receiver module 24 in Fig. 1, in a step 
44. In a step 46, the receiver verifies that the signal is a valid signal. If the signal 

10 is not valid, the receiver does nothing, and the method 40 ends in a step 48. If the 
signal is valid, the receiver forwards the request along a communication bus, such 
as the communication bus 28 in Fig. 1, in a step 50. The forwarded request is 
received by a control module, such as the powertrain control module 26 in Fig. 1, 
in a step 52. After receiving the forwarded request, the control module sends an 

15 acknowledgement message, such as a request acknowledgment message, along the 
communication bus in a step 54. The receiver receives the request 
acknowledgment message in a step 56. Upon receiving the request 
acknowledgment message, the receiver re-transmits the first message, or sends a 
confirmation message along the communication bus in a step 58. The control 

20 module receives the confirmation message in a step 60. In a step 62, the control 
module verifies that the confirmation message is valid. If the confirmation 
message is not valid, the control module does nothing, and the method 40 ends in 
a step 64. If the confirmation message is valid, the control module initiates a 
vehicle system command in a step 66. The vehicle system command initiated in 

25 the step 66 may be any command issued to a vehicle system, such as the vehicle 
systems 32, 35, and 36 of Fig 1 including, but not limited to, as starting the engine 
(not shown) of the vehicle 22 of Fig. 1, opening a door (not shown) of the vehicle 
22, or the like. 

The system 10 and method 40 in accordance with the present invention may 
30 be advantageously utilized for a variety of vehicle remote communication systems 
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that require a greater degree of security or validation. The system 10 and method 40 
may be configured to be utilized for any number of pushbuttons 14, 16, or 18 on the 
remote transmitter 12, and any number of vehicle systems 32, 34, or 36 in 
communication with the control module 26. 
5 In addition, the number of messages sent back and forth between the receiver 

module 24 and the control module 26 may be advantageously adjusted for each 
application. For example, steps 54-60 of the method 40 may be repeated as often as 
desired, such as by incrementing a count or flag (not shown) that is stored in either 
flie receiver module 24, the control module 26, or both. . 
10 In accordance with the provisions of the patent statutes, the present 

invention has been described in what is considered to represent its preferred 
embodiment. However, it should be noted that the invention can be practiced 
otherwise than as specifically illustrated and described without departing from its 
spirit or scope. 
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